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2 § MAY 1983

MEMORANDUM FOR: Chief, Policy and Plans Group

STAT  ATTENTION:

STAT  FROM: | | |
. Information Systems Security Group

STAT SUBJECT: ) k'"'I‘nte'tr:lge]:xcy Group/Countermeasures [::::]

REFERENCE; - Memo for Members and Inv1tees from IG/CM,
dated 10 May 83, .same Subject, D/ICS-83-0676
k- N ., . ; : :

1. The Navy candidate issue concerning "National Policy
on ADP Security' presents an excellent opportunity for the

Intelligence Community and the USG in‘general to standardize
computer security. pollcy and countermeasures throughout the

STAT Government. [::::]

2. As you are aware, the Computer Security Subcommittee
under SECOM is now revising the DCID titled "Security of :
Foreign Intelligence in Automated Systems and Networks. This
document will address both Sensitive Compartmented Information
and collateral 1nte111gence ‘information. It could well prove
to be adaptable, at least in part, to all areas of USG inter-

est. It should, at a minimum, be a good ba an overall
STAT USG policy in the computer securlty field. Eﬁ:fij
STAT
A ¥/
STAT
STAT

0
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R . Fnteragency Group/Countermeasu!
. Washington, D.C. 20505 .

D/1CS-83-0676

10 May 1983
. MEMORANDUM FOR: Memhers and Invitees o
STAT From: |
- _  Executive Secretary - 7
SUBJECT. “ Interageny Group/Countermeasures (IG/CM)

STAT _ SUN Admmstratwe Actions

e i “1, The anar'I mmttes of the fourth IG/CM meetmg are enc]osed as
2" Attachment 'I: . Addressees are vequested to exam}ne the mmutes and comp'!ete e
STAT asngned actions’ as$ reqmred.il R D )

o The ﬁfth meetmg of' the 1G/CM wﬂ] be he1d on Fr1day, 3 June 1983
at 1400 ‘nours. The meeting will convene in Rm. 6744, Department of Justme,
 10th and Pennsylvania Avenue, N.W., Washington, D.C.  Seating space in the Dod
. secure conference room is timited; therefore, attendance at this part1cu1ar
meeting should he restncted to the minimum required to address agenda '

i ‘ "* a. The mesting agenda is enc]osed as Attachment 2. Addressees have - i

a]ready received materials pertinent to all issues listed in paragraph 2 °
- of the agenda except for the draft industrial security policy memorandum,:
‘which is enclosed as Attachment 3. It is. anticipated that the status

reports reflected in paragraph 3 of the agenda wﬂI be 'I1m1ted to 2-3

STAT* . ‘minutes each. STAT

b. Members and invitees are requested to ca'ﬂ L
by €0B 31 May with the names of 1ndw1dua|s who wﬂl be STA_T;"

STAT . attending the meeting.

3. NSA has submtted a proposed new issue for 16/CM cons1deration, which
is enclosed as Attachment 4. Addressees are requested to prepare respective -
_agency _c@posnwns on the proposa1 for. d1scusswn at tne 3 J}r)te

i

STAT :
STAT meetlog .

Attachment: . — B ___ OS.REQISTRY

STAT

CONFIDENTIAL
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SUMMARY. OF 1G/CM MEETING

© . .14 APRIL 1983

1. Thé-fﬁurth 16/CM meétiﬁg was convened at 1400 hours, 14 April 1983,
by the Chairman (DUSD-Policy), General Richar ilwell, USA (Ret.}. A
Visting of individuals attending is attached. T

, 2. Générai'Stglﬁeil advfsed the membership that on 11AMarch'1983 the lA‘
SIG(1) had approved the IG/CM paper on Foreign Civil Overflights of the U.S.
and had forwarded it to the NSC for further action. He also advised that the -

- "1G/CM-approved report on Unauthorized Disclosures had been signed by the

President as NSDD-84. - The NSC is jnvolved in working groups which are ironing
out -implementation procedires. = The Chairman reported he had provided the

. " Senate Select. Conmittee on Intelligence {(SSCI) with a status update on issues

STAT

the IG/CM is currently considering and that the SSCI seemed pleased with the
extent of IG/CM involvement. General Stilwell commented on the French -
Government expulsion of 47 Soviets for reported involvement in intelligence .
- activities (technology transfer) and observed that the incident will hopefully =~ .

have a beneficial effect in the U.S. '

3. ThéVChaifménwiﬁviféﬁlattenfion'fo the agenda and ca11ed'fqr §tﬁtus f-i

- reports on listed issues: - = - ) o -

STAT ~

STAT

b TR N

a. ~ Foreign Civil Overflights. The Chairman_recé11ed his-bpeningA f"
remarks and suggested that Mr. deGraffenreid, NSC representative, keep
the membership posted on the paper's status in the NSC. s

| " Action: Mr: deGraffenreid is to report on the overflight paper -
- status at the next IG/CM meeting.| | - L o

- b.  Unauthorized Disclosures. Mr. deGraffenreid reported on
progress of the task to develop implementing procedures for NSDD-84. )
- Essentially, there are four segments being examined. Steve Garfinkle of
. the IS00 is chairing a group examining the prepublication review aspect
. and other forms. This group has identified a number of policy questions
and is seeking the appropriate chammel for their resolution.. A Media
Contacts Group led by Bob Simms is just starting its tasks. The two
- _remaining groups are led by DoJ. The Unauthorized Disclosure
.Investigative Procedures Group is examining the criteria the FBI will use
“to initiate unauthorized disclosure investigations. It is also working
with OPM on the polygraph issue. The fourth group is examining the
Federal Personnel Security Program. It is, therefore, doubtful that
jmplementing drafts will be ready by the 18 April deadline. Mr.

CONFIDERTIAL - C
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deGraffenreid noted that a number of new investigations are being ca]led"

. for under the thrust of NSDD-84.

Action: The NSC representative will keep the 1G/CM apprised of .
significant deve lopments concerning the development of implementing
procedures for NSDD-84. Another status report is'reqpested.at the next

16/CM meeting. ]

" ¢.” OPSEC. " The 05D fepresentafive, Mr. Sn%der; distributed an

" OPSEC policy paper which integrates all member comments received to

date. State is to. take a final look at the paper and provide concurrence

~ decision by not later than 18 April. A1l other members concurved with
the paper. o o ¥ |

L Aetiehs ThéfiG/CM Secretariat.is to forward the OPSEC paper to

STAT fﬂf'ihé'ﬁlG{i) subsequent to noon, 18 April, monitor. its status, and report '
ta,.;as»necgssary“tq C ‘ ‘

o

thelIG/CM'membership.[:::::::]

3?Foﬁffﬁltédél‘of C]assification. Mr. Snider adviséd he had

that such a classifiction could be implemented with mod ification of the

1500 Directive, opposed doing so. The principal objections were the
probable confusion which would result and the adverse impact it would
have on Defense contractors. Mr. Snider distributed a related study done
by M. Art Van Cook and advised that the 1S00 Director has recommended - -
jts conclusions as an alternative—to-the-GMHA approach. The study -~ .
suggests each agancy protect sensitive information through implementation

of its own internal controls and offered a way in which DoD could

-~ _accomplish this. Mr. Spider indicated 0SD would tike to put the fourth B

classification issue on hold until DoD evaluates the Van Cook approach

more thoroughly. He advised the Van Cook study reportedly takes the

legal (FOIA) aspect into consideration. The Army (Col. Press) and Air
Force (Mr. Paseur) representatives responded to the Chairman's request ..
for comments. They indicated they still strongly support having a fourth -

" ‘classification and have great concerns ‘about industry/contractor

adherence to the "internal™ controls concept, but will examine the Van -
Cook study. Mr. Snider advised that on 21 April the Senate Judiciary
Committee will consider the legislative action the 16/CM recommended to

. exempt technical data from FOIA provisions.

Aﬁt#on;.rMembers-are.to examine the Van Cook study and prépare'?“

* to comment on Tt as an alternative to the fourth classification

propesal. Dol s to coordinate its position.

e. Damage Assessments. The SECOM represehtative; Mr. Paschal,

introduced a paper distributed to members via 16/CM Secretariat
memorandum dated 7 April 1983. After summarizing the various options for

.2‘ . .
CORFIDENTIAL . i
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a lessons Tedfned data base, he recommended one of the options be chosen,
that it be limited to intelligence compromises only, and that a pilot

study be conducted to determine how well it meets the needs. General:
discussion followed on the cost of a pilot program--estimated at $200,000

“over a one-year period, what purposes a data base would/should serve, and

what ingredients should make up the data base. The Justice

. representative, Ms. Lawton, pointed out two problems: If the data base f.
- . contained names of individuals on dissemination lists, we would have a-

Privacy Act problem; if CIA holds the data base fi1e§ on compromises .
which are the subject of ongoing criminal investigations, this could .
raise a-question of CIA involvement in domestic law enforcement. State

- and Defense-.objected to the inclusion of names in the. data base. DoD -
" firther observed that. their attempt to construct a similar type data base .

':iiéﬁyié'ded;qdé5t1onab1e"resu1ts. A review was given of why the issue of

STAT . .°

Z.7 . :"damage”assessment was before the I6/CM, what the task has been to SECOM,
‘and where we noﬂmstapd,r R L L L

St{or:: "The Chairman asked members to examine options (1) and .

P g

o n(Z)Fof;the;sgcom paper. . Members are to identify, in writing for each =

STAT

STAT

STAT

ption; what.indiyidual agency preferences are for: (1) the purposes of-
“Yessons ' Jeartied. data base, e.g., what it is hoped the data base will = -

- ‘accomplish/permit; (2) what input elements the data base should contain

. to accomplish the purposes; and (3) any specific input elements the
-, agency would not support-in a damage assessment lessons learned data = .|

. base.”:These'-items will be discussed at the IG/CM meeting and .
_subsequently provided to SECOM for reconstruction of a second strawman.

¥

£ IndDStriaiISeéurity.‘ Mr. Snider reported the resilts of his

" research into the best vehicle for national level promulgation of the

FOCI provision of the DoD Industrial Security Regulation. A National
Security Council Policy Memorandum was the vehicle recommended to and

_approved by the membership.

‘Action: DoD will prepare a draft policy memorandum on

| Industrial Security and arrange for its timely distribution so that

members can comment/concur at the next meeting.

~g. Personnel Security. The Dod representative, Mr.. Cinquegrana,
advised that the new NSDD-84 specifies that Dod will chair the research
into implementation procedures for personnel security aspects of that
Directive. Since DoJd representatives had previously deliberated with the
16/C¥ working group on personnel security, Dod will look into

"incorporating the conclusions of the IG/CH group into MNSDD-84 actions.

Dol is considering different approaches to the project, including the

. option of two subgroups chaired by OPM and DoD respectively. A final

approach, however, will not be decided upon until initial copsu]tations

. are completed with DoD and OPM.

3
CONFIDENTIAL
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STAT
STAT

STAT .-

STAT - -~ oceurs| |

STAT

STAT

STAT

.. eceuT

. reguirements. Overseas requirements are to remain high.

. considerations.

Action: Dod will continue to work the personne!-sécurity issue

as chartered by NSDD-84, and DoD representatives, working with Dod, will
push for incorporation of the 1G6/CM working group's conclusiens into

_ national policy documents. |

"h.  COMSEC Monitoriﬁg, The NSA representative,[::::::::::] advised

. that a draft of NACSI 3000 had been out for comment since February
1 1983. The civil sector had no comments but the Military Services, with

Navy leading, had several. He opined that rewording of the draft, in
coordination.with Dod, will resolve problems and that a final draft could

_be out by May.[  |.

S Actioﬁ;T!ﬁSA is to ¢ontinue'to push for'ear1iést.c6mpletion_of
the final draft and advise the I1G/CM of significant problems if they .

- 7§57 “Organizational Study. ‘Mr. Jason Horn, Study Director, advised

- -that a-final draft of. the Organizational Study would be out to members by
©''~10-May. - A minimum of two weeks will be required for field comment, and
. _subsequent-drafts are anticipated. As a result, it was determined that

" the SIG(I) Chairman be advised that it is unlikely the study will be '

STAT " completed by 31 May.

© L AétiontiTHRET6/CH Chairman will advise the SIG(I) Chairman of :
the s¥ip in completion date. MWr. Horn will continue efforts to expedite;
completion-of ‘the Study and advise of significant problems if they : .

" j. TEMPEST Policy. The NSA representative advised that the
Subcommittee on Compromising Emanations (SCOCE) has been working on ",
alternatives for TEMPEST policy. -A draft revision of CONUS TEMPEST
Standards is to reflect considerable relaxation of current :
7 " The Chairman . -
suggested deferral of discussion on this issue until completion of the:

OrganizationaIIStudf since the study will also address, TEMPEST 3 -

 Action: “16/CH action on this issue will be held in abeyance’ -
untit completion of the Organizational Study. T S

k. Security Enhancement of U.S. Embassies. The Chairman discussed
SIG(I) reaction to this subject when surfaced at its 11 March meeting.

"The results of that meeting, as well as a DIA position paper distributed

to members at the instant 1G/CY mesting, caused the Chairman to suggest
the need for redefinition of the problem the IG/CM needs to consider.
The Chairman asked that State chair a working group composed of State,
DIA, CIA and NSA members, at a minimum, to accomplish a reexamination of

the problem and to report findings to the membership.| [

" |
CONFIDENTIAL - |
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' T : .and call a meeting of
son: State is to identifya chairpersen -an T
apﬁfd%%%%%g'fepresentatives to reconsider what aSDECt%;) oiiﬁtg :%c;:;gg :
of .U.S. enbassy problen the 1G/LY s 2gdgﬁ§§ier Vit in the study, .
‘ C i iew is to be pertinent portion ~ T
STAL lgagggﬁlqizéi,Against'the Hostile Intelligence Thfeat, 1983-1988." |

4. The Chairman opened the floor to di$cussion of ﬁewlissqes for IG/CM,
consideration: . - | . , |
| a. Both DbD and State suggested that knowledge of the background,

o ' h Government expulsion of
o nd purpose of the recent Frenc \
E 2552330523¥6m3ts EOUQd prov ide beneficial lessons learned data to

STAT-j.:'-Inte]]igence Commun ity members.[ o B
e e mmRenTam T L e oS shake with CIA on the T
DL Actions iT6JCM Secretariat 1s tq_coord1na | .
e Aviaing on the subject and report,to 16/0Y pembers at -,
STAT ;'*iﬂﬁzﬁéktﬁmeyﬁi’ﬁffﬁi] ST T e .

+ i vasentat ive, ( ‘1 Hoskins, passed out a 1ist_
Ly T The-Navy répresentative, Captain : . .
. :“Ebhfégniﬁ;hfive gropESgd issues (agtached). The Cha1;2aqra3ﬁ:3§t2ﬁ B
STAT - membership to. review the proposed issues and prepafg eir : )

acceptability for 16/CM consideration,

STAT .'  5. The meeting.édjéurned'at 1550 hours._[::::]'., |
—— rmaw & ) | -: .“
.5
CONFIDENTIAL . | U e
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DEPARTMENT OF THE NAVY CANDIDATE ISSUES FORTHE . .
DEPARTM L &RGUP/COUNTERMEASURES |

- | NTERAGENCY GROUP/COUNTE

1) ‘National Policy 6n-Use of the Polveraph. A number of individual initiatives have !
~ been launched in this area; the cumulative effect of these pOSS}bly d_isparate efforts
" needs to be-examined and & national policy developEd. - B oo

R SO S §ahiae aate LA anb

‘. (U) National Policy on ‘Anticompromise Emergency Destruct (ACED). A new family . .
of equipment is being developed by the Navy whieh will permit the anticompromise -
T ;emergency;désupction of sensitive information and equipment. However, lack of a
‘national policy-and appto iate funding may limit the effective development of the new-.

3(3)N&t:on P “oil ‘ADP_Security. "’At.present ‘there appesrs to be considerable '.
“-"differences in the: application of ADP security measures. This 1S of particular concernf
*_since it appes f'_S%théz@’ﬂ?gDE'sgggri_ty vulnerabilities are targeted fq_rmexplqitgtion by hostile

- “Intelligerice services,

- ..:-'.iﬁz.ri.(C‘)"Né{iéﬁﬁi"‘-'P'Eilié""“Sr;i'Se'cu.re Telephones. The loss of sensitive information i non-
‘secure telephone conversations is & major security problem which may be solved only by .

"'t_n_igh—lgevéllsuppo;f__._for greater availability and use of secure communications equipment. -

.....

5. (U) Definition ‘of Unclassified’ National Securit Information. Certain national policy o
| . nOW requires that such information be protected; in orcer to protect this information, it
- must first be defined and protective thresholds established. - 2ot mom o o '

s
Ciassified by: Multiple Sources
Declassify on: OADR
(CORFEERTIAL -
.p . . ' B e . - .____._._L-—-m—-—i—é-——_',.;———i———‘-‘—"_———-__—_—_'
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* Room 6402, Commun1ty Headquarters Building

NAME

Richard G. St1]we11 Cha1rman

- L. Britt Sn1der
Edwin Yee . - -

.. _Thomas McCay.

" Donald. MacdonaTd

ORGANIZATION

. ‘Kenneth deGraffenreid

. Donald Press .

. Frank Aurelio.

. . Hoskins.
Gegorge W. Paseur -

" John J. Guenther

Donald Paschal
Ed Cohen ‘

Mary C. Lawton'*‘ i

- A. R. Cinquegrana
Jd. Robert McBrien -
Mike Cassetta :
" Robert Wingfield

- Douglas M1]Ier
- IC Staff Attendees

CONFIDENTIAL

0sp -
o0SD .

CUCIA

- CIA "=
State -

State .
NSA -
NSA .

- NSC .
PIA - -
DIA ..
DIA .
Army - .
Army .. -
Navy ~ .

Air Force

Marine Corps -
- SECOM

SECOM .
Justice

Justice -
Treasury .. - L
Commerce [y"-*
" Energy .

Energy 1

CCIS/ICS

CCIS/ICS

CCIS/ICS |
16/CM Staff

IG/CM Staff
1G/CM. Staff - -
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AGENDA

Fifth 16/CM Meeting
3 June 1983 -

1. Chairman's 0pen1ng Remarks
2. : D1scuss1on5':

- ‘a. Rev1ew of DoD-prepared 1ndustr1a] secur1ty po}1cy memorandum.,
- Member concurrence dec1s1onaﬁ.

a cy. 1nputs to damage assessment 1essons Iearned ‘-
] se_of action dec1s1on.7‘: : :

33Rev1e uf'Navj—proposed 16/EM ‘issues. Dec1s1on on:’
A551gnment of act1on as; appropriate. -

Gf-NSA-proposed IG/CM issue. Decision on: R
ss1gnment of act1on as approprlate.T W T

15,3.. Status Repurts.;iﬂf'fﬁn 7 .
:y_->:if a;' 0verf11ght-p011cy paperl-- NSC representat1ve
b, NSDD-88 — NSC.and Dod representatives §
_c. HACSI-4000 -~ NSA representative . :n}1.¢u'-i;;5ﬂ}-

L du Embassy secur1ty enhancement work1ng group - State
representat1ve : L

Ao T e

e. Countermeasure organxzat1ona1 study - CCIS representatlve
f. French expulsion br1ef1ng - CCIS representatlve -

ADMINISTRATIVE NOTE:

The IG/CM Cha1rman has accepted DoJ's offer to host the f1fth IG/CM A
 meeting at the new Dod secure conference facility. Attendees will find use of
the Dod entrance at 10th and Pennsylvania Avenue the most convenient for -
access to Room 6744. (Sixth floor; left off elevator to first corridor. . For .

additional directions once in the Dod building, if needed, ca11 Barbara, o
633-3738.) . o

CONFIDENTIAL
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g Ay 1983

MEMORANDUM FOR THE EXECUTIVE SECRETARY, INTERAGENCY GROUP/
. . e —_COUNTERMEASURES. _ '
SUBJECT: Draft NsC Memorandum Industrial Security B

At the 14 April meeting of the IG/CM, it was agreed that the
proposed national policy statement in the area of industrial
security —- dealing with the ownership of U.S. firms by
foreign inteérests —— would be placed in the form of an NSC
~memorandgm,'rather-than as. an amendment to E.0. 12356 or XSO0
pirective Nos L. -7 .- . R
: Accofdingly,”the_proposed memorandum has been prepared, = - .
. jncorporating whgtﬁhad-previously beeri agreed to by the IG/CM
without objection: 'Request that copies be prOVidEd-IG/CM '
members in advance'of'the‘next meeting, - SO that this remorandum - oL
- may be considered for transmittal to the S1G-I. e

. L. Britt Saider R S
pirector for Counterintélligence =~ e
. and Security Policy ‘ : e

. OSD Member e .

‘ .Attachmant X . . o
Proposed Memorandum -

Eodwmemt 3 - 2 .

..
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T FORY GEORGE G- MEADE MARYLAND 20733

: Serlal- ‘N/#582
- 26 April 1983

MEMORANDUM FOR THE”EXECU”IVB SECRETARY, IG/CM
: SUBJECT. Proposed New Dgenda Item

, l.' Enclosed for con51deratlon as an IG/CM agenda ltem is
an issue paper on cryptographlc access requirements and an

associated proposed NSDD ‘entitled "Safeguardlng Cryptographic
'*Information and Materlal.‘_ : , ,

. ‘ The‘Natlonal,Securlty Agency belleves a formal .
- mcryptographlc access program is the key element in our efforts o
to counter the- HUMINT threat to U.S. cryptography. Pursuing
the ‘initiative begum~ in NSDD-84, our proposed NSDD would establish
.“a‘natlonal cryptographlc access program based on several criteria,
_including a requlrement for consent to aperlodlc, limited polygraph
examlnatlons.;r D oo :

_ - 3- I :ecommend the enclosure be c1rculated to the members
for discussion at our next meetlpg- ' - :

1 ]

NG A

HARQOLD E. DAN@LS JR.
NSA Representatlve, IG/CM

Encl:'_- ‘
a/s.

Addach. 7.
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Issue Paper

Cryptographic Access-Requirements

1. Prior to August 1973, a formal cryptographic access program - -
was a national requirement. In addition to restricting access to .
classified cryptographic information to U.S. citizens with appropri-~
ate clearance and the need-to-know, the program required: {a) formal-
indoctrination stressing the unique'gature of cryptographic infor-
mation, its criticality, the special security regulations governing
its handling and protection, and the penalties prescribed for its
willful disclosure; and (b) formal records of all individuals granted

cryptographic access. = - .
2.-;In August 1973, the requirements for the formal indoctrination .
and recordkeeping were discontinued, effectively ending the formal '
".cryptographic access program. This was done primarily to eliminate
the administrative burden for military users of codes and secure voice
' equipments in Vietnam. '’ In the succeeding decade, there has been a
steady 'increase in:insecurities involving cryptographic information
and materials. The increased incidence of insecurities is damaging -
to the national security. Although it is attributable in some measure,
to the proliferation of c¢ryptographic information and materials, the |
nature of the insecurities indicates a more serious cause, a lack of.
appreciation for protecting cryptography. This, in turn, is linked
to the lack of a formal indoctrination requirement. Furthermore, the
~lack of formal records hampers the conduct of studies and investigations
of insecurities and unauthorized disclosures. Additionally, the lack of -
signed access statementS weakens prosecution in espionage cases.

. 3. While the foregoing are serious concerns, the greatest concern .
which the proposed cryptographic access program is directed toward is
‘the HUMINT threat from cognizant agents. The key element of this program
" is the aperiodic, limited polygraph examination. We believe it is the
most effective measure for detecting properly cleared individuals who
have given or sold classified cryptographic information to unauthorized
individuals. -There are sufficient cases on record to give cause
for grave concern. An equally important aspect of the aperiodic,
limited polygraph examinations is their value in deterring individuals
who have access and who might otherwise be inclined to give or sell
classified cryptographic information to. unauthorized individuals. :

4. fThere is smple justificaticn for reinstituting the proposed
cryptographic access program with the added requirement for consent '
to aperiodic, limited polygraph examinations. The proposed NSDD
(attached) is considered an appropriate means of accomplishing Fhls,_
particularly in view of the recently issued NSDD-84, "Safeguarding
National Security Information," which also'addre§ses_the use;of the
polygraph to safeguard classified national security informatlion.

-

Encl:
a/s

eI
1
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P;oposed:Nationgl Security Decision:birective

Safeguarding Cryptographié'Information and Material

Cryptography is especially sensitive because it is used to protect
. highly classified and critical information on almost every conceivable
_subject related to the operations and plans of the U.S. Government. -
For this reason, cryptographic information and materials are highly
prized targets of hostile intelligence activities and must be strictly
-safeguarded. Access to cryptography, therefore, must be restricted to
the greatest extent practicable and be consistent with national security
needs. -Accordingly, I direct that a cryptographic access program be
- established within each Federal department and agency which holds or
- uses cryptographic information or materials, consistent with the

-following: .

- 77 a. -Access -to-information which reveals the design of a classi-
' fied cryptographic logic, its theory of operation, or access to. L
. classified cryptographic¢ keying variables designated "CRYPTO" may be *
. granted only whens . : 7 T S - Lo Lo

o , y'(ifiziﬁé“heéd'ferSuch access is established éé'necessafy”'
to perform official: duties"by, for, or on behalf of the U.S. Government.

| {2) The individual reguiring such access is a U.S. citizen,
a non-U.S.. citizen membar of the' U.S. military services, or a non-U.S.
:citizen employee of the U.S. Government. N

. {BYVTThéNU}S?‘Governmenf has granted fhe individual a
final security clearance. .- S . ' : Caeel o -

_ " (4} The individual has completed an indoctrination covering:
1) the sensitivity of cryptographic information and materials; 2) the
-rules for safeguarding such information and materials; 3) the rules -
pertaining to foreign contacts, visits, and travel:; 4) the rules and
procedures for reporting insecurities of COMSEC materials; and 5) the . :
laws pertaining to espionage. - : - :

- (5) The individual has executed a security agreement. i :
‘All such agreements shall, at a minimum, provide for: o R
S {a) Prepublication review tc ensure deletion of -
classified crvpiocraphic 2nd any other classified information from )
information or materials to be disclosed. T : ST

(b) The individual's consent .to participate in
aperiodic, Yimited polygraph examinations consisting solely of questions.
related to disloyal activities and espionage when so required.

: -{c) ‘The individual's ackndwledgment-df the sensitivity
‘0of, and obligation to protect, cryptographic information and materials.

- . VT e e

Enclosure
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I ; (d) - The individual's.acknowlg!gment'of his/her -
obligations to comply with applicable regulations governing

unofficial foreign travel and contact with representatives of

foreign governments. . - . - :

All such agreements shall be in a form determined by the Department
.of Justice to be enforceable in a civil action brought by the United
ctates and consistent with the .standards developed by the Director,
“Information Security Oversight Office (ISO0}, to satisfy these
requirements. . - - . - o ‘ LT
. b. In_support-offthe cryptographic access program, the
heads of Federal departments and agencies are responsible for:

LRI

S Q;::,*;:(l)?€§égﬁfiééfﬁé aqceSS to classified cryptogrébhic _
--information-and classified cryptographic keying variables designated -
"CRYPTO" :only. to those persons who have been formally granted

cryptogiaphicgaccessvfbrﬁthezconduct'of'dfficial business.

. A if(2;?f?éfﬁéli§fbranting'cfjptographic access only’
‘when dl17the ecriteria set forth herein are met and maintaining ..
records of indiyiaualsvg;anted-cryptographic access. . |

TR
FHA

_ .. 7™ . (3) ¢ Developing programs for the aperiodic, limited
polygraph -examinaticn of personnel granted access; administering
the polygraph'programs;”an@ evaluating the results of polygraph
‘examinations. Departments. and agencies with substantial polygraphing .
tesources-are encouraged to-extend these resources to other departments -
' and agencies whose . limited requirementsAdo,not_justify the acquisition .’
"of-separate,polyg;ﬁghiqgwggggurces.;‘ T e

Lo (4)-"ﬁétébiishing a quality‘controinreview'oﬁer their
respective polygraph programs to ensure the propriety of polygraph
. examinations, consistent with paragraph a.(5), above, and to protect
individualsf rights.. o Cot T . -
i invest=7

... .5): Reporting to the FBI and other appropriate
igative agencies information which indicates possible espionage or ..
other unlawful activities involving classified cryptographic infor-
mation or materials.’ Promptly advising the Director, NSA, of such
incidents; the Director, NSA, will provide technical assistance as R
needed in the.investigation_of-suchjincidents. - ' ' '

T T N Y e T g et

: {6) Incorporating into contracts, where necessary, and
ensuring compliance with the special security requirements associated
with access to cryptographic logic, cryptographic design information,
theory of operation, or cryptographic keying variables ﬁesignated
"CRYPTO." - . . . :

{7) Recognizing the cryptographic access authorizations
granted to.individuals by other departments and agencies.

2
- EAD MEECIALTISEONIY
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‘ "-c | The Seefetary of Defense, as Executlve Agegzligr
Communlcat;ons Security, is directed to promulgate givzs se.
‘national communications securltytpol;;;iz 2zge§;r§§ogram'descfibed
implement the Cryptogr
EZ§:i§ary&h;2e pollc1es and directives will be primulgated through
.the naélonal communlcatlons securmty issuance system. .

. Lo
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DEPARTMENT OF THE NAVY CANDIDATE ISSUES FOR THE

RMEASURES '

INTERAGENCY GROUP/COUNTE

1;"'if(U~)'l~1~é:tioria‘1 Policy on Use of the Polygraph. - A number of individual initiativﬁs have * .
_been launched in this area; the cumulative effect of these possibly disparate efforts
 needs to be-examined and a national policy developed. T -

:2;”(U) National Policy on Anticompromise Emergency Destruct (ACED). ‘A new family.
“of eguipment is being developed by the Navy which will permit the anticompromise- -
‘emergency destruction of sensitive information and equipment. However, lack of a
~ “pational policy and appropriate funding may Yimit the effective development of the new -
© UACEDGeviees: o ST

}35.‘5"'—'(3)—N'étior'nal'fﬁ6,iié‘ “or ADP Security. At present there B8ppears to be considerable

©gifferences in the application of ADP security measures. This is of particular concern
. ‘since ;it";appears;th&tngP"s'ecurity vulrierabilities are targeted for exploitation by hostile’ .
‘intelligenceservices, |\ - - . ‘ - . -
-4." (C) National Policy on Secure Telephones. The loss of sensitive information in non-
‘secure telephone conversations is a major security problem which may be solved only by

- high-level support for greater availability and use of secure communications equipment.

5. '(U) Definition of Unclassified National Security Information. Certain national policy s
_ - now requires that such information be protected; in order to protect this information, it
. must first be defined and protective thresholds established. . -
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